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Ana calisma alanlari/arastirma ilgi alanlari
— Donanim guvenligi
— Kiriptografik gemalarin tasarimi ve uygulanmasi
— Hafif kriptografi
— Yan kanal saldirilari ve karsi onlemler
— Akilli sistemlerin guvenligi
— Guvenlik uygulamalar icin yapay zeka
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* Kriptografik Yapilar

+ Kriptografik Algoritmalarin Gergeklenmesi
— Olcutler
— Yazilim / Donanim

» Fiziksel Saldirilar

— Karsi Onlem Mekanizmalari
— Rastgele Sayi Uretimi Ihtiyaci
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Nesnelerin Interneti ve Uygulamalar UNIVERSITY
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Dayaniklh Giivenlik Mimatrileri Ihtiyaci
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« Erisim kontrolu

« Veri giziligi

* Bilgi guvenligi

« Sahteciligin azaltiimasi

 Kisisel verilerin gizliligi ve korunmasi (mahremiyet)
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Kriptografik Yapilar: Terminoloji
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Steganografi (Gizleme) Kriptoloji
Kriptografi Kriptanaliz
Protokoller < Simetrik Kriptografi ) < Asimetrik Kriptografi )
Akan Sifreler Blok Sifreler
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Simetrik & Asimetrik Kriptografi
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e Simetrik
— Gizli anahtarl
— Avantaj: Daha kisa anahtar, daha hizli islem
— Dezavantaj: Tek ve ayni anahtar, anahtar guvenligi
— Kullanim: Genelde hareket halinde olmayan veriler

* Asimetrik
— Gizli ve acik anahtarli
— Avantaj: Gizli anahtar, anahtar paylasiimamasi
— Dezavantaj: Uzun iglem sureleri
— Kullanim: Guvenli 6deme, islem yetkilendirme, dijital sertifikalar
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Simetrik & Asimetrik Kriptografinin Birlikte Kullanimi
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* Duz metin simetrik sifreleme kullanilarak sifrelenir
— Daha hizli iglem

* Asimetrik sifreleme, simetrik sifreleme icin kullanilan
anahtar degisimi icin kullanthr
— Anahtara yalnizca hedeflenen alici ulasabilir

— Ornekler:
« SSL/TLS baglantilari

« Uctan uca sifreleme kullanan Signal, WhatsApp gibi mesajlasma
uygulamalari
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Round 9

Round 10

Kriptografik Algoritmalarin Gergceklenmesi

Plaintext

Add round key

Key
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Plaintext

Add round key

| Substitute bytes |

| Inverse sub bytes | 2
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Round 9

Add round key
Inverse sub bytes

Round 1
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« Standart algoritmalar

— Sunucular, guglu bilgisayar ve mobil
cihazlar

— Simetrik: AES, DES
— Asimetrik: RSA

« Hafif algoritmalar

— Nesnelerin interneti, gomulu
sistemler

— Simetrik: PRESENT, CLEFIA, ...
— Asimetrik: ECC

o Ozet fonksiyonlar
Ciphertext Ciphertext .
o Kuantum sonrasi kripto
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Maliyet
4 Performans « Bir sistemveya bir bilesen, belirli bir
islevselligi gerceklestirmek uzere

) tasarlanir
Guvenlik

* Her tasarim sec¢imi, alan veya
gecikme suresi gibi ozelliklerle
iligkilidir

Dayaniklilik

* Global kararlar (6rn. ASIC veya FPGA
veya yazilim) ve yerel optimizasyonlar
Guc/Enerii tasarim uzayinda farkli noktalari
isaret eder
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Tasarimda genel olarak su olgutler hedeflenir
— Maliyet

— Performans

— Guc¢/Enerji Tuketimi

— Dayaniklilik

« Bunlar, birbirleriyle ¢elisebilecek belirli hedefler icerir

« Tasarim secimleri belirli hedefleri iyilestirirken digerlerini
kotulestirebilir

« QOdak noktamiz: Bu hedeflerin guvenlikle olan iligkisi ,
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Tasarim Olciitleri — Hedefler
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* Yuksek Hiz

— Bazi uygulamalaricin oldukca yuksek hiz (bulut bilisim, 6zet
fonksiyonlari, vs.)

— Genelde orta hizlari: 1 Mbit/s - 100 Mbit/s

— Kaynak kisitll uygulamalarda daha da az olabilir
« Dusuk Gecikme Suresi

— Kimlik dogrulama, insan etkilesimi: <100 ms
« Dusuk Alan

— Maliyet sorunu

— Ekstra ozelliklerle artar: spesifik guvenlik intiyaclari
« Dusuk Gug

— Pasif RFID destekli sistemler, pik gug¢ sorunlari
« Ddusuk Enerji

— Mobil/pille galisan sistemler, bilgi islem ciftlikleri
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Tasarim Olgiitleri — Hedefler UNIVERSITY
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« Gomulu cihazlar uzerindeki uygulamalar igin:
Yazilim odakli cozumler g
— Pazara sunma suresi
— Geligtirici sayisi

« Bazl durumlarda daha iyi performans icin: Donanim
— Kiripto gibi karmasik igslemleri hizlandirma amacili
— GPU da mumkun, ama her zaman yeterli olmayabilir
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Kriptografik Algoritmalarin Donanim Uzerinde Gergeklenmeﬁjjl/‘ UNIVERSITY
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« Donanim/yazilim ortak tasarimlari

« Komut seti uzantilar (ISE)
— Intel AES-NI
— Aclk kaynakli RISC-V islemcisini hedefleyen

* Donanim uygulamalari
— Kriptografi tasarimlari/problemleri icin donanim hizlandirma
— Uygulamaya Ozel Entegre Devrelerin (ASIC) Hedeflenmesi
— Sahada Programlanabilir Kapi Dizilerinin (FPGA) Hedeflenmesi
— Farkh tasarim yaklasimlari: Paralel, seri, acilmis algoritma
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 Donanim hizlandiricisi yazilimi destekler

* Yazilimda karmasik kriptografik islemler gerceklesecedi
zaman donanim hizlandiricisini gagirir

* Toolchain destegi sart deqil
— Yeni komutlar eklemek icin derleyiciyi vs. degistirme ihtiyaci yok
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Lightweight and Reconfigurable IPSec Core [1]

[1] Driessen et al (2012). “IPSecco: A Lightweight and Reconfigurable IPSec

Core”. IEEE ReConFig Conference.

’

IPSECCO: A Lightweight and Reconfigurable IPSec Core

Benedikt Driessen, Tim Giineysu, Elif Bilge Kavun, Oliver Mischke, Christof Paar, Thomas Poppelmann
Horst Gaortz Institute for IT-Security
Ruhr-University Bochum, Germany

{benedikt.driessen, tim.gueneysu, elifkavun, olivermischke, christof.paar, thomas.poeppelmann]@rub.de

Abstract—In this paper we propose a reconfigurable
lightweight Internet Protocol Security (IPSec) hardware core.
Our architecture supports the main IPSec protocols: namely
Authentication Header (AH), Encapsulating Security Payload
(ESP), and Internet Key Exchange (IKE). In this work, the
cryptographic algorithms and their modes of operation, which
are at the heart of the IPSec protocols, are implemented in hard-
ware. Instead of re-implementing common IPSec configurations,
which are deemed ““too heavy™ for pervasive devices, we evaluate
efficient implementations of standardized and/or well-known
lightweight and hardware-friendly algorithms. In particular, we
examine different versions of PRESENT, GROSTL, PHOTON,
and a very compact ECC core. As a consequence, we present
IPSECCO, a core with adequate security and only moderate
resource requirements, making it suitable for lightweight devices.
We selected the Xilinx Spartan family of Field Programmable
Gate Arrays (FPGA) as target platform due its low-power
footprint and reduced costs compared to other FPGAs. Our
results show that it is possible to realize a high performance
IPSec core even on members of the Spartan-3 family.

Keywords-Lightweight; TPSec; FPGA; Reconfigurability

attempts to the data transmission, data integrity — to make sure
that the transferred data is not changed, and authentication —
to identify the information source. In IPSec, there are different
protocols to provide mentioned services. For instance, the
Authentication Header (AH) protocol provides data authenti-
cation. The Encapsulating Security Payload (ESP) protocol
defines mechanisms for confidentiality and data integrity.
Finally. the Internet Key Exchange (IKE) protocol is used for
establishing secure connections. These protocols use different
cryptographic primitives such as encryption, hashing and
modular arithmetic in order to provide security services. A
minimum set of algorithms, which must be supported in
an IPSec implementation for AH, ESP. and IKE protocols,
was defined in “Cryptographic Suites for IPSec” [6], [7]
for standardization purposes. For example, in “Cryptographic
Suite B” [7], the AES [8] cipher is used in Galois/Counter
Mode (GCM) [9] to provide authenticated encryption. The
Hashed Messaqe Authentication Code (HMAC) [10] con-
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Lightweight and Reconfigurable IPSec Core [1]

 com |
: |Micr0Bla,z I HMAC ;
[PSecco
AH (HMAC) ESP (GCM) IKE
IPSECCO-80 PHOTON PRESENT-80 (B) ECC (secpl60rl)
IPSECCO-128 GROSTL PRESENT-128 (S5) | ECC (secp256rl)
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- Islemci mimarisine kripto gibi karmasik islemler icin yeni
komutlar eklenir
— Sistem performansina katki

« Sadece donanim degisiklikleri degil, ayni zamanda
toolchain (derleyici vb.) destegi de gereklidir

« QOrnek: Intel AES-NI ISE
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Komut Tanim

AESENC AES sifreleme algoritmasinin bir
round’u

AESENCLAST AES sifreleme algoritmasinin son
round’u

AESDEC AES desifreleme algoritmasinin bir
round’u

AESDECLAST AES desifreleme algoritmasinin son
round’u

AESKEYGENASSIST AES round anahtari tGretimi destegi
AESIMC AES Inverse MixColumns destegi
PCLMULQDQ GF(2)de Carryless Carpim

[2] Shay Gueron (2010). “Intel Advanced Encryption Standard (AES)
Instruction Set W hite Paper”. Intel.
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* Farkli hedef platformlar
— ASIC'ler
— FPGA'lar

 FPGA'lerin ASIC'lere ustunlugu
— Yeniden yapilandirilabilirlik
— Gercekci degerlendirmelericgin pratik
— Ticari kullanimda duzeltmesi/guncellemesi daha kolay
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Kripto Uygulamalarinda ASIC vs. FPGA
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» Kaynaklar her zaman birebir eslesmeyebilir
— Kapilar veya Kapi Esdegerleri vs. DSP ve RAM Bloklari, slice’lar

Table 1. Comparison of Different S-boxes [3]

Implementation Platform|PRESENT[6] | MIBS[28] |LBlock[39]|Piccolo[27]

ASIC (GE) 28 24 22 12
FPGA (SLICE) 2 2 2 2

[3] Kolay and Mukhopadhyay, Khudra: A New Lightweight Block Cipher for FPGAs, SPACE'14,2014.
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« Farkli tasarim yaklasimlari
— Paralel
— Pipelined
— Seri
— Acllimis algoritma

« Farkli tasarim hedefleri
— Dusuk alan kullanimi
— Dusuk enerji kullanimi
— Dusuk gug kullanimi
— Yanit gecikmesi olabildigince kisa
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Donanimda Kripto Uygulamalari: AES Ornegi
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» Bilesen duzeyinde optimizasyon
— Islem bloklari tasarim hedeflerine gore daha iyi versiyonlarla
degistirilir
« Daha kucuk Sbox, daha hizli matris carpimi, ...

* Mimari optimizasyon
— Paralellestirme (2 AES devresi iki kat daha fazla veri isler)
— Yineleme (Seri — AES state’ini bayt bazinda isleme)
— Pipelining (verimi artirma)
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Donanimda Kripto Uygulamalari: AES Ornegi [4] /fhl/‘ UNIVERSITY
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Composite Sbox
50 T . T . I
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[4] Hodjat & Verbauwhede, .
IEEE Trans.on Computers,55(4),2006 Throughput (Gbits/s)
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Donanimda Kripto Uygulamalari: AES Ornegi [5] UNIVERSITY
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Hardware (0.18 um CMOS) 3.84 Gbit/s 350 mW 11 (1/1)
FPGA (Xilinx Virtex 2) 1.32 Gbit/s 490 mW 2.7 (1/4)
Intel AES instructions 32 Gbit/s 95 W 0.34 (1/33)
Assembler StrongARM 31 Mbit/s 240 mW 0.13 (1/85)
Assembler Pentium Il 648 Mbit/s 41.4 W 0.015(1/800)

C program on Embedded 133 Kbit/s 120mW  0.0011 (1/10,000)
Sparc

Java on Embedded Sparc 450 bit/s 120 mW 0.0000037
(1/3,000,000)

[5] Verbauwhede, 2016 TRUDEVICE Training Schooldersinden
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Donanimda Kripto Uygulamalari
P yg ,,/;q UNIVERSITY
 Donanim uzerinde kripto algoritmalarinin guvenli
gerceklenmesi
— Yan kanal analizine karsi ek guvenlik gcozumleri

— Hata enjeksiyonuna karsi ek guvenlik cozumleri
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Fiziksel Saldirilar UNIVERSITY
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Girigler |:> Kripto Algoritmasi |:>(;|k|§|ar

Fiziksel Saldirilar

Lojik girisler :> :> Lojik ¢ikislar

Kripto Gerceklemesi

Fiziksel girigler :> :> Fiziksel gikiglar

Hata Enjeksiyonu
Saldirilar

Yan Kanal Saldirilari
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Fiziksel Saldirilar: Bozucu, Yari bozucu, Bozucu olmayan
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Bozucu
Bozucu Olmavan Yari1 Bozucu
Saldirilar i Saldirilar
Saldirilar
Tersine Muhendislik Yan Kanal Saldirilari Optik Hata Enjekte
(Reverse Engineering) (Side Channel Saldirilan
Attacks)

Mikroproblama
(Microprobing)

Kaba Kuvvet Saldirilari
(Brute Force Attacks)

Optik Yan Kanal
Saldirilari

Hata Olusturma
Saldirilari (Fault
Injection Attacks)

lleri Gortintileme
Saldirilari (Advance
Imaging Attacks)

Veri Kalintis1 Saldirilari
(Data Remanence)

Ultraviyole (UV)
Saldirilari

UNIVERSITY
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 Bir sifrenin donanim uygulamasini hedeflenir

* Fiziksel bir bozulma tarafindan devreye enjekte edilen bir
hata ile sifreleme/desifreleme yapilir
— Lazer, voltaj yukselmesi, clock hatasi, asiri iIsinma vb.

« Toplanan/gozlemlenen sonugclarla diferansiyel kriptanaliz
yardimiyla gizli anahtar turetilir

« Baz sifreleme digi sistemlere de uygulanabilir
— Sonug bitini tersine gevirerek sifre kontrol rutinini atlama

* Son calismalardaki saldirilar, birka¢ hata enjeksiyonu ile son
teknoloji sifreleri kirabiliyor
— Ancak uygulama ¢ok yuksek zaman ve konum hassasiyeti gerektirir
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Hata Enjeksiyonu Saldirilari - Ekipman fr% UNIVERSITY

Faculty of Computer Science
and Mathematics

Sicaklik, voltaj,
EM pulse, lazer, ...

Enjeksiyon SELLI Olgiim
. Altindaki .
Ekipmani Cihaz Ekipmani

Saldiri baglatici Hatalr cevaplar
(zaman-/olay-bazl) - Yan kanal bilgisi

!

Gizli anahtar ¢6zUmu igin
matematik bazli yaklagimlar
(alinan bilgilerle)

*  Bozucu olmayan: ‘Underpowering,
voltage glitch, overheating’
* Yaribozucu: ‘Laser, EM’
K. Bozucu: ‘Focused-ion beam )
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Hata Enjeksiyonu Saldirilarina Karsi1 Céziimler N" UNIVERSITY
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Faculty of Computer Science
and Mathematics

Saldiri Onleme Saldiri Anlama

Low-level °* On-chip clock Uretimi * \oltaj, sicaklik, optik,
* On-chip Vdd Uretimi clock sensorleri
High-level ¢ Randomization * Redundancy

» Error-detecting codes
* Infective computations
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Yan Kanal Analizi Saldirilari UNIVERSITY

(( OF PASSAU

« Gercgeklemeyi dinleyerek anahtari bulmaya calisir!
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Bir RSA Gergeklemesinin Basit Yan Kanal Analizi lff\ﬂ] UNIVERSITY

(MUL consumes more power than SQ)

V/

1-01--0000001-01-01-001--0 1--1-- 1-- 0 1--0 0 1-- 1-- 1--

[O: one SQ operation [1' two operations SQ+MUL; }

» (Gercekte ise cok daha kompleks ve fazla adimli
saldirilar mumkun!
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* Protokol dizeyinde karsi onlemler
— Ayni anahtarla yapilan iglem sayisini sinirlanir

e Sizinti azaltma

— Dengeleme: islenen verilerden bagimsiz glic tiketimine sahip kapilar
kullanilir (6rn. MDPL, WDDL)

— Gurdltd ekleme: Degisken gug tuketimine sahip devreler eklenir,
zamanlamayi ve yurutme sirasini rastgele hale getirir

o Saldirgan ise daha fazla ‘iz’ toplayarak veya sinyal isleme yoluyla (bir
dereceye kadar) bunlarin Gstesinden gelebilir
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* Blinding (acik anahtarli sistemler igin):

— Gizli parametrelerin matematiksel gosterimini rastgele degistirme
(nihai sonucu degistirmeden)

— Orn. Amod P ‘nin A mod (kP) mod P ile degistiriimesi

« Maskeleme (gizli anahtarli sistemler icin):

— x ile hesaplama yapmak yerine, x ® R (Boolean masking) veya x + R
mod 256 (additive masking) kullanilir (R bir RNG tarafindan Uretilen
rastgele bayt)

— Tum anahtar bitlerini ve round ara degerleri maskelenmis bicimde
saklanir

» Dogrusal olmayan hesaplamalar icin 0zel islem gerekir
— Saldirgan daha fazla ‘iz’ ile daha yUksek dereceli gug analizi yapabilir
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Yan Kanal Saldirilarina Karsi1 Céziimler

UNIVERSITY
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X

hzm[g* qf(_fompur(‘r Science

and Mathematics
e
Random X,y
Number
Generator

The Randomness Cost

« An example AES masking from De Cnudde et al.

» Uses an unrolled PRINCE to generate randomness

First-Order

Second-Order
Masking

Randomness

Masking
RRPIPERREE

P

Randomness

e

o

=t 0=

S

S

e

Paper cheat sheet

— ¥ﬁﬁﬁ

-

1. De Cnudde et al - Masking AES with d + 1 Shares in
Hardware

* Slide Credit: Siemen Dhooghe, COSADE’23 Keynote Talk
5/9/2023
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» Kiriptografik algoritmalarin sadece matematiksel tasarimi
deqil, sizdirma yapmayacak sekilde gerceklenmesi de
onemlidir!

« Karsl onlemler maalesef devre tasarim olgutlerini genellikle
olumsuz etkiler

* Bu tip onlemler tasarim asamasinda goz onune alinmalidir
— Detaylar bir sonraki sunumda ©
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