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Federe Ogrenme (FO)

» Amac: Makine ogrenme modeli egitmek
» bircok gizli veri kumesi
n FO istemci

| FO sunucusu (aggregator=
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FO ve lyelik ¢cikarim saldirilari

N

| Send ML models to server |

—

» Durust-ama-merakli sunucu &
» Lokal egitilmis modeller bilgi sizdiriyor 4

| Send agg. model to clients |
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Guvenli toplama (Secure aggregation)
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asting, stock

» Tehdit modelleri & Guvenlik gereksinimleri

» Durust-ama-Merakli (honest-but-curious)
Toplayici kayitsizligi (Aggregator Obliviousness)
Toplayici bireysel girdilerden hig bir sey ogrenemez
» Kotu niyetli model (Malicious model)
Sonug degistirilemezlik (Result unforgeability)
Toplayici toplam sonucunu degistiremez

b 4 Melek Onen — EURECOM 3


htpp://www.eurecom.fr/

Guvenli toplama asamalari
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Varolan ara§t|rmalar
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Wireless Sensor Networks (WSN)

Federated Learning (FL)
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Kripto tabanli guvenli toplama

Guvenli toplama

Sifreleme tabanh § MPC

Secret
Sharing
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Maskeleme-tabanli guvenli toplama
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| Protect(k;,t,x;;) - ciy = x; . + k; (mod R)

Artilar: basit islemler @

Eksileri: kurulum asamasi karmasik (quadratic) ®
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Homomorfik sifreleme tabanli glivenli toplama

Kurulum (offline) Koruma

Toplama
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Trusted Party aggregation key
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Get encryption
key Fk;
s.t. Z? k; =0

Enc(k;,t,x;,) = i

Artilari: uzun omurlu anahtarlar @

Eksileri: Dinamik istemcilere uygun degil ®

> Melek Onen — EURECOM 3]


htpp://www.eurecom.fr/

Konu ba§I|kIar|

» Homomorfik sifreleme tabanli glivenli toplama

» Kotu niyetli istemcilerle federe ogrenme

» Istemci terkleri altinda federe ogrenme
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Homomorfik sifreleme tabanli guvenli toplama

» Bircok istemci ile homomorfik sifreleme

(ko, {ki}vicu ,pp) < AHE.Setup(A):Anahtarlarin ve genel
parametrelerin kurulumu

Yir < AHE. Enc(pp, ki, T,x; ¢ ): X; r mesaji k; anahatariyla 7 birim
zamaninda sifrelenir
X; < AHE. Agg (pp, ko, {yi'T}ViEU): sifreli toplam hesaplanir ve

desifre anahtari kg ‘la desifrelenir
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Homomorfik sifreleme tabanli guvenli toplama

» Joye-Libert semasi
> Setup(l): N = pq, hash H, anahtar k;, ;k; = —k,
» Protect(pp, ki, t,x;;):yi: = (1+x;,N)H(t)* mod N?

kKa 1. v:,.—
» 499 (PP, ko (Y1), ;) 1 X = T2

SA.Setup (offline) SA Protect SA.Agg X =A499(pp ko {y1s -
=
ORE
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SA to Mitigate Inference Attack on FL

» FL clients: users

G = G P

» FL server :Aggregator (LS

» Can SA be used, directly?
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Federe ogrenme ve guvenli toplama

Challl: istemci terkleri

Chall2: YUksek boyutlu girdiler

Chall3: BUyUk sayida istemci
Lorluklar

Chall4: Yeni gizlilik saldiniari

Chall5: KotU niyetli istemciler
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Chall2:Yuksek boyutlu girdiler

» Girdiler model parametreleri
» Bunlar yuksek boyutlu vektorler
» Buyuk iletisim ek yuku

» Varolan arastirmalar:

» Homomorfik sifreleme tabanh ve grup sifreli [PAH+18], [LCV 9],
[ZLX+20]

» Maskeleme tabanli : quantization bazli [BSK+19], [EA20]
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Chall3:Ylksek sayida istemci

» Binlerce istemci (cross-device FL)

» Senkronizasyon problemleri

» Varolan ara:;:tlrmalar:

Istemciler grup halinde birlestirme [BEG+19], [BBG+20], [SGA2Ib],
[SMH21], [JNMALC22]

Asenkron FO [SAGA2I]
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Chall4: Mahremiyet saldirilari

»  Gelistirilmis model public bir model Varolan arastirmalar
» Toplam sonucu ¢ogu zaman korunmuyor » Dagitlmis Differential Privacy (DDP)
» Bu toplamdan bilgi ¢ikarimi yapilabilir [TBA+19], [SSV+21]

»  Upyelik cikarimlari » Toplu bolinme [SAG+21]

T%%@F% \@@-@-@

p 17 Melek Onen — EURECOM =


htpp://www.eurecom.fr/

Challé: Malicious Aggregator

» Kotu niyetli toplayici yanlis toplam gonderebilir Varolan sonuclar:
» Istemciler backdoor modeller egitir » Homomorfik hash fonksyonlar (HHF)
[ZFW+20], [XLL+20]

» Taahhut semalari [GLL+21]

| Train ML model on private data ‘
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Konu ba§I|I<Iar|

» Kotu niyetli istemcilerle federe ogrenme
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Challs: Kotu niyetli istemciler

» ZLehirleme saldirilari (poisoning attacks)

T~
» Saladiri amaci j}_’%

Girdileri degistirerek model performansini etkil

» Cozum ,
Istemci girdisini onceden dogrulamak 8 ‘—@'
» Homomorfik sifreli guivenli toplama ile cozum %

OPPRF ile esik ile karsilastirma [SACMAT21]
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Background - PUDA
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Background - OPPRF

Parameters: cyclic groups G, with a generator g4

x A g1
P . Py
2 . [ kopprr(gD)™ifx <2 Kopprf
[a random number, otherwise
b 22 Melek Onen — EURECOM 3


htpp://www.eurecom.fr/

Cozum [SACMAT’21]

X ) /L g{l
P . Py
2 ) [ kopprf(g?)x: if x <A kO'P'P?"f N
[a random number, otherwise
* We modify the Ciampi and Orlandi PSM protocol to Q
adapt it to our case

* Example oblivious graph tracing for A = 100 / 1i \

* Inthe end of graph tracing, kg, kg or kg is learned by
P,ifx <A,x = Aorx > A, respectively. @ @ @

* P; sends two encryptions of kg, (g1)” under the 0.1 0 1 0,1
keys kg and k. P; also sends encryption of a random ’
number under the key kg . @

* P, will be able to get ks (g1)”* only when x < A 1
that means can compute the integrity tag when when 0,1 0 0,1
x < A
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X 1 g™
r 1},Ct , . ’91
A\ At .
Uy (eky, tky) | Ko, (017) i3 < OPPRF opprf
a random number, otherwise
X 1 g™
( Zx’.t > ¢ 25
a t o
UZ (Bkz,tkz) ! kgpp?“le_t(glt) Zt,lfletﬁfl OPPRF kopprlet
. a random number, otherwise Aggregator A
[ ]
]
xl,t . . /Lg? t
Tnt ’ )
Un (ekn;tkn) k‘ipp?‘fn,t(gft) t'lfxn.tg’l OPPRF kOPPrfn.t
arandom number, otherwise
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Konu ba§I|I<Iar|

» Istemci terkleri altinda federe ogrenme
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Challl: istemci terkleri

» Istemci terklerinde toplama gerceklesemez

» Sunucu anahtari istemci anahtarlarina bagl

Maskeleme-tabanl guvenli toplama
Homomorfik sifreleme tabanli giivenli toplan=—(gpwe

» Varolan arastirmalar - -
Maskeleme ile : [BIK+17], [SSV+21], [YSH+2I]U@ @.@1 #@

O Sir paylasma tabanli (secret sharing): DH anahtarlarinin payfasimi

O Bir istemci terkinde, o istemcinin maskesi hesaplanir
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Homomorfik sifreleme tabanli guvenli toplama

» Joye-Libert semasi
> Setup(l): N = pq, hash H, anahtar k;, ;k; = —k,
» Protect(pp, ki, t,x;;):yi: = (1+x;,N)H(t)* mod N?

kKa 1. v:,.—
» 499 (PP, ko (Y1), ;) 1 X = T2

SA.Setup (offline) SA Protect SA.Agg X =A499(pp ko {y1s -
=
ORE
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Threshold Joye-Libert Secure Aggregation[ ACSAC22]

» JL hata toleransli degil

» Bir veya bircok istemci terkeder ise: ),; k; # —k,

» Toplam hesaplanamaz

» Threshold Joye-Libert (T]L):
» Shamir sir paylasimi (secret sharing),
Her bir istemci anahtarini paylasir
» ‘U; terki durumunda:
n istemciden t istemci terk etmis U; icin 0’1 sifreler

» Sunucu toplama islemini basariyla tamamlar
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Hataya toleransh guvenli toplama - Kurulum

Sunucu
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Hataya toleransli guvenli toplama - Koruma

Protect(kq4,x1) @ /1
Sunucu
Protect(k,, x3) @ Y3
Uy |
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i ICI.LCI.’G. CUIGT Al ol SUVCIIII LUIJICI.IIICI. o ICIIIUCII

olu§turmak

[ I] Combine([y,]lr [y,]3'
Protect([k;];,0) Uy Y 11 > =y

Sunucu

Protect([k;]3,0) ( ug [v']5 >

& XE

Agg({(y1,¥3. Vi1, V')
[k2]4,0 Uy | =xq+x3+
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Hataya toleransli guvenli toplama — yeniden
olusturmake

Secret Share

PTOteCt(kl,xl @ "‘“ ‘:“‘ yl
Protect(k,, x3 +' @ Y3

A‘"
() )

) 4

Sunucu

v
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Hataya toleransli guvenli toplama — yeniden
olusturmake

, Combine(|y'], V]2,

Protectakzh,m@_ (b1, (bl | combimelly s
|

Construct(|b;l4, [b;ls,
Sunucu

”""t““["ﬂs"’)@— D1ls [bals | V']s el [agg(tys, vs, v23,9")

=x1+x3+ +
b1+b3+

[k2]4_, 0 u4 /

Remove b, + b; +
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Sonuclar

» Guvenli toplama federe ogrenme i¢in dogrudan
kullanilamaz

» Butun zorluklari ele alan bir sonu¢ henuz bulunmuyor

» Gelecekteki ¢alismalar: kotu niyetli istemci ve sunucularla
federe ogrenmede guvenli toplama
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Ara§t|rma konulari
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Calisma arkadaslarim
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e Privacy preserving Image registration

with Riccardo Taiello, Olivier Humbert, Marco
Lorenzi

e Multi-key homomorphic encryption
with Jakub Klemsa, Yavuz Akin

e Privacy-preserving biometrics
with Alberto Ibarrondo, Herve Chabanne, Oubaida

Kripto-tabanli

Chouchane
Mahremiyet e Membership inference Attacks against Principal
saldirilari ve DP- Component Analysis
tabanli guvenlik with Oualid Zari, Ayse Unsal, Javier Parra-Arnau,
cozumleri Thorsten Strufe
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UPCARE

THALES

Tesekkurler

Melek Onen
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